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1. Cyber Security vs. Information Security
Cyber Security Huaiunils (Subset) va4 Information Security lnansvi1 Cyber Security g
yaduluimsldmalulad ansauwds wavwendusiiieadnnuioanatesulal 31 Information

Security azuasnmnluTauleuteeIrng nguane (W PDPA) LagngRAnIsuvuednueie

AMULANANYDY Cyber Security vs. Information Security
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a9AUsENAUNEN yeinwn dedasfiunslaudnaleues
e Confidentiality (nN1353n¥1AI1UAU) o Network Security
Ueaiuldligldfianddnistoya e Application Security
o Integrity (ANUQNFABIANYITA! ATUNILVDS e Cloud Security

Toya) Availability anumiesldnuvesdoya e Critical Infrastructure
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2. Cyber Security Risk Management
Cyber Security Risk Management fia nszuaun15USMIsAIdsadiuausiunsaondely
wos i edeatuuagannansznuandoanaumidloiues (Cyber Attack) wazervgyinssuluiues
(Cybercrime) 9198 sHANTENURDYAAINT SLUUATALNA Toya LaznTALTUNLYaIIANS
AMaLEBS (Risk) nuneds mmnisaiudeaniunisaifienvnsliiinnuidemesessdns lag
N15a197n 2 Yaduddey Ao
o Impact (Han3ENV) : MINRNIAIARTY Azadsedemenntiosiiiedla
e Likelihood (TlanaiAn) : wgnisaiduiloniaintutosvielsl
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o Asset (Buniwd) Wu Toya srUUABNNIMES LATEUY YAAINT
e Threat (ﬁ'ﬂ@nmm) 1914 Malware, Ransomware, Phishing, Hacker
« Vulnerability (4891%7) wu szuuldlasuinngensduns Toswanuesuus wisliinig
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» Risk Identification : isqmmﬁm
« Risk Assessment : Uszifiuszauninundes
« Risk Control / Mitigation : fyuaLAINIsAUALVEIAAANLLAE
 Review & Monitoring : fIRANULAZNIUNILNANITAIUAY
wanUszdfiunnudsands ssrnsdes muassRuALdssiansuld Towa
« Risk Appetite : syfUmNLIABsTIDIANsBURTUTloUTIQITMINe
« Risk Tolerance : sgfiumNLIADsgsgATInaAnsanansnsonsuls
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3. Frameworks
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e COSO : NFOUNSUSMIANIALITZIUDIANST (Enterprise Risk Management)
e 150 31000 : 3NATFIUNTUTINTAMIGE
e 1SO 27001 : spUUUIMITIAMIANTunsUaeAfasaUIMa (ISMS)
e 15O 27005 : WUMNMTUIMTANLABIF A TAUYA
e 1SO 27032 : wWWIeAU Cybersecurity
o COBIT : nsRUNMIMAULALarUSINTIANTSIAlUlagasaume
« NIST Cybersecurity Framework (CSF) : nsaunsdnnisainusiuasuaendeluuesilisu
mufleahlan
Tuus5A1 Framework #19 9 NIST Cybersecurity Framework (NIST CSF) fo1du Framework
vanflésunsseniuegaunsvans esnidiladne aunsothludssgndldldfunnussimesdng wag
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4. NIST Cybersecurity Framework

NIST Cybersecurity Framework (NIST CSF) ifunseunisdnnisanusiuasasnsdelsiues
Wwuilae National Institute of Standards and Technology (NIST) w84an3gaiusna kaslasunis
yausuagenwailan

NIST ¥uunfin Risk-Based Approach 3enisuimsdamisausesuanuides laey atuly
peAnsanTasEy Usediu uazdnnisanadesiuluuesidesadussuy

NIST CSF lilldasmeazidendanaiiauintn wsvihweihfiidu "Roadmap” wie "Checklist” il
peAnTNIIUIIAITANIuNsorlstng duseazieniBednanunsodnuiiafnenuInsg v auLn

UFURDU 1w 1SO 27001 1de NIST SP 800 Series

NIST CSF Usznaumae 3 @aunan Lon
1.)  Framework Core
JumaladrAeyues Framework Usgnausie 6 Functions
o Govern : MAUALALATUIINTIANS
v ¢ a

o Identify : szyduUNINILATAILEES

o Protect : Uasfiusizanay



o Detect : aT9UMANTAIRAUNG
« Respond : naUaualaLARLANTTE]
e Recover : fuMiazndugannzuni
2.) Implementation Tiers
TUsviiusesunundousdiu Cybersecurity ¥9909Ans RaursyiuBudulUaudssyaudia
msusmsdaniseguluszuy
3.) Profiles
T ssuifisuaniuzagdu (Current Profile) Auanugilmang (Target Profile) Lile
NuHuiRIsTUIUAITuAaen e luiues
aeured NIST CSF fia Innudangugs wWhladie anansatlddssyndldlanuesdnsnnuuin

wazdrelosdnsuimsanudssiulsiueslisedsivssansamuazilunnnsgiuana

5. Business Continuity Planning (BCP)

Business Continuity Planning (BCP) A A511aikiuasntiiieliesAnsanunsaniiduanui
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BCP lailshjahufiosnsdostulaliiAnmanisal uddunswSouaamiouiielinansenuse
gaatienfian uaranmnsonduinduiunuldesanaiudlofamnnisaiiy

N3TUIUATIANY BCP 3391nnsiAszvianades (Risk Assessment) Wagdinssinanseny
¥11393379 (Business Impact Analysis: BIA) Wioszyiwnnifinwmmsaity seuu nszuaums wisuinisle
wldFunansznuanniign antudeimuaaniunisalsiass (Scenario Planning) wazdaviunusosdy
GPNivg

1ng BCP Lﬁud’mwﬁ\‘ma&mﬁﬁmimmGial,ﬁawmﬁqﬁﬁﬁ] (Business Continuity Management:
BCM) Fardunseumsudmsianisluszivesdns Usznaudeulous lassadianisuims unuimmiii
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o N15UTBIUANNALIUALHANTENUNIITINT

o NIAMUALNURDUAUDIABLVANITA]



o MsdRIATNAUTaYA (Backup & Recovery)
o MIAMUAKTURAYBULALYDINNIERANT
o MITNVOUUALVAGOULNUDENELNEAND

o

BCP 71f21281904AnsanunsnsnwIn1saniIuauNafy anauasnig wagas19nnuliosu
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6. 1SO 22301 Business Continuity Management

150 22301 LHusnmsgruanadmiumsuImsausieiiomisgaia wie Business Continuity
Management System (BCMS) Tasrimundafmusuazuumidlumainioneundon 3ufle uaziluy
mMsdfunudeiinmansaiidsansenusiondns

1A598519984 1SO 22301 Usgneumestednay laun

e Scope

e Normative References

e Terms and Definitions

o Context of the Organization

e Leadership

e Planning

e Support

e Operation

e Performance Evaluation

e Improvement

viladndnuennasguegd Operation FadudmiiAstestunshuniluufofass Insusay
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1) ﬁﬁnim’lm’mLﬁaﬂLLazﬂaqm'ﬁ‘ﬂmWiaLﬂja\‘iw’mﬁﬁﬁﬁ] (Business Continuity Strategies)
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3) dadeniinisuazunnsnisiivunvauiuesdng
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uenand wnsgrudilvieruddyiunmsuiuvdsteyalmiutiagsuediaue wu sededfnde
dfy Hesmsinsioanidu (Call Tree) wazununsdeanslunnizingn eghdlsimu deyauisuszian 1wy
edoyana wedlnsdm aniidises vienoazdoalalfiing mslaiunisduasesnumén Data
Protection wazlinisiUninesioansnsae

1SO 22301 YrglvivsdnsarusamIsuanundausuliodumanisallidaindn anszeziia
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7. Wrap Up

nsuimseusuasasndsluueslildiudsadesweanaluladuiodne IT widy uidu
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Cybersecurity \Judiunilsvas Information Security ﬁzg'uﬂumiﬂﬂﬂm%yjaLLazinTuIaﬂ
Advaandennauianieluiazeusnasdng vaedl Information Security AsaungunsUnilaadeya
fidlusuuuuAiviauagnenin  Waladidguesmsuimaanudssuued fe nissvyauidss (Risk
dentification) Usgillunansgnulaglanialiin (Risk Assessment) A1MUALIATN1TAIUAN (Risk
Treatment) wagfAnaunumueg1seiies Ingo1dey Framework WazaInsgIum1e o W NIST, 1SO
27001, ISO 27005 wag SO 22301 tJuuuinig

Lﬁal,ﬁmmmimimalmua% 99ANTABYE Business Continuity Planning (BCP) wag Business
Continuity Management (BCM) wielanunsasiiunusielduaziuialdogemnis

UadudAydarnudisaves Cybersecurity Governance Usenausig

e Risk Assessment uag Risk Treatment fifUszAnsnm

. uIEJmEJLLaz%uGlau‘Uﬁﬁa (Policies & Procedures)

o msthszuvuImsmnusiuasaensasaumne (SMS) snld

o MIATNANUATENINILAENITENEUTNYAAINT (Training & Awareness)

o MIATUAYUAIINFUIMTUALMNIBNUNIASY
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