
~a bfil~.:J m~!inau~J.J : Vlr;i'n~m "f11';)~~1\lA111Jffl';J~VIirn~Ji1'WA111l~'WA\ltJ61e:J(?)DtJ'Vl1\l1"1H'Ue:J1 
~ ~ 

(Cyber Security Awareness) ~1VI-rumoU\l1'W';l~'U'U~1';l~'Wb'Vll"l'UeJ\lm1loW~'W1~~'W" 
~ 

: Vle:J\ltJlJ0&1 f11';j!i f1€J'U';J1Jfi€J1J~1 bffle:J1 bb61~JJ:D~1';i~'Wb 'Vll"l 

l"l'WcJb'VlA1'W161~?11';l~'Wb'Vll"lbb61~f11';j~eJ?I1';i ~'W (9) f1';)1JoW~'W1~~'W 
~ 

: m\l?l11nll't1~1 u~~'Vl~ irn1-u1m';lb~'Wbb61~0f:ll~tJlJ0&1m';l 

: b ~e:J m';l.W~'W1A111l~ A111lb i1 h b~tJlnu m';JDe:J\l n'Wn tJ'Vl1\ll"llb ue11 bb61~m11lb~ tJ\l 
~ 

~-;u ~btl(?) A111J b~ tJ VI 1 tJ ~ eJ ';)~ 'U 'U ?11';1?\'W b 'Vll"l 'Ue:J \l e:J\l An';) -;u1 n f11 ';) 1 i \!1 'W btl(?) A111J (fl ';) ~VIir n ~\! n tJ A f1fi11J 1 "IJ b 'U eJ 1 
' 

~btl(?)~'W 1 'Wil-;u-;uiJ'W bb 'W1'Vl1\l m';l'IJ e1 \l n'W bbm -uilruVI11Jie:J ~1\l e1 n(?) e:J\l t!1m11Jn tJtJ ';)~ tJ nffl1 m 'W m';lvl1\l1'W 1Ji 
, v 'U 'IJ 'I 

ilA111l~ m11l boU1 h b~tJ~ nu m';JDe:J\l n'WntJ'Vl1\ll"llb ue:1 1 bb61~m11lb~tJ\l~ -;u~btl(?)A111lb~tJVI1tJ~ e:J';J~uu 
~ 

?11';l~'Wb'Vll"l'Ue:J\le:J\!Am-;u1nm';l ti\l1'W \91\l\1 

C yber Security ~e:J fl111l~'WA\ltJ61eJ(?)Jl tJ'Vl1\ll"ll b ue:J1 ~(?)m f11';1Del\ln'W bb61~ f11';)-r n'ti1A111JtJ61e:J (?)Jl tJ 

'U eJ \l ';i ~ 'U 'U A eJ 1J ~ 1 b ffl eJ 1 ';i ~ 'U 'Ub A~ eJ 'iJ 1 tJ bb 61 ~ oV eJ 1J 61 ~ b ~ tJ loU eJ \l 1 (?) tJ tJ ';i ~ n eJ 'U l tJ Ji'1 tJ ';i ~ 'U 'U ?11 ';i ?I 'W b 'Vll"l 
~ 

(Information System) 1 'lJ';Jbbn11JtJ';J~~nlil (Application) oUelJJ61 (Data) ';l~'U'UAeJ1J~1 bffleJ1VI~mA~eJ\liJeJ~t-tl1 'W 

f11WU1';l~'U'UbA~eJ'iJ1tJ (Mobile Phone, Tablet, TV, loT) Vltl1tJD'WYin.VB&J6lbb61~~tJmrubA~eJ'iJ1tJ (Storage, 

Network Device) l"l'W cJoU e:J1J ~ (Data Center) ';J11J ~\! n ';1 ~'U 1 'W f11 ';J'\J ~VI1 ';1 -.()\91 f11 ';1 Ji1 'Wfl111J~'W A \ltJ~ e:J(?)Jl tJ 
~ ~ 

~ b~ tJloUeJ\l tl'UA111JtJ~ e:J(?) n tJ 'Ue:J \l';i~'U'U A €J1J~1 bffle:JTI(?) tJ bu'W1~ ';) ~'U'U b A ~e:J'IJ 1 tJ B'W bffle:J 1 b \J (fl 

f11';ltl1 bA~e:J\llJ e:J'Vl1\!Ji1m 'VlA1 'W 1~ ~ bb61~ m~'Ul'W f11';1 15m ';ltJlJ0&1~ ~n eJ eJ mb uu H bb~l b ~e:JD e:J\l n'W 

-ruiJ eJ f11 ';i h1l ~ eJ tJ f1';i ru bfl ~ eJ ~1 tJ 1 A ';i \l ?I~ 1 \!~ 'W \i 1'W 'Vl1 \l ?11 ';i ?I'W b 'Vll"l ';i ~ 'U'U VI~ eJ 1 tJ ';i bb f1';J1J -;u 1 f1'U A A61 ~ ?111J 
' "' ' 

1(?1 tJ'hJ1JJ-ru e:J~ fill 1'1 ~'W ~1'W-u e:J\!VIr;i' n m ';jtJ lJu&1 b ~ e:1 m 11l~'W A\l'Vl1 \l 

Cyber Security tJ';J~f1eJ'UJi1tJ CIA Triad 

C9J. Confidentiality f11';1-rn'tl1fl111Jr;i'u-ueJ\loUeJJ,;J61 ~e:J f11';l';l~'U~'Vl~1'Wf11';lboU1~\loU€J1J61 
~ ' ~ 

ffl11l bb~61~';)~(i)u.ff'W ~ n1VI'W(?1 H b 'll'W 'WiT m1tJu~~'Vl b oil1 ~\loUeJ1l611Ji bbA';J~\91u~VI~\l ~~'W~<il(?) m';l b oil1~\loil eJ1l61lJi~\l 
~ ~ ~ 

h lnteority m';l-rn'tl1fl111JCln(?)'eJ\l'UeJ\loUeJ1l61 Ae:J f11';l';l~'U~'VlBm';lbbm-uoileJ1J61 bb61~f11';1-rn'tl1 
~ \.1 'IJ , 'U 

m11lCln(?)'eJ\l -umoUeJ1l~ 1 Vi'ilm 11lCln(?)'e:J\l~ m ~ e:J\l b 'iJ'W oUeJ1J61Uru~5'W1fl1';J 
'U 'IJ 'lJ 'IJ v 



~u bb uuilc.Jflnm~vn-:~1'/Jb ueJ4 
" ' 

<9l . Malware AeJ 'IJeJ4')"jbbl4 'V!~eJ Code 'lJ~::;bJWl'V!~'I b1m~m.J1u~bbm~11Xb.rr1~'11tJ~ltl~ 
" 

rX e:1-:~ n 1 ~ 1 ~ CJ n 1 ~ fl ~ n &\ ~ ~-:~ 'VI~ e:1 bb A ~ 1 11 'VI G1 ~ G1 -:~ u tJ e:1 u n ~ ru ~ 1 1 u ~ bb n ~ rJ n 1:11 ~ 1 ~ fl v\' 1 -:~1 tJ1 a1 b G1 tJ VI tJ Yi 
' 

?11~1~bl&i~ ~ eJ b'\JtJ l'l n11-:~1a1 fl~ 1m ~ell d -r~:~1 tl~tl~~ ~tl eJ ~ nu n1 ~ eJ eJ nbb 'U 'U 1 u ~ bb m~'IJ eJ-:Jm:Wu ~::; 1:1 'I fi ~ 
' " '\J 

~e:Jb~CJn Malware fl~eJ'UflG1~~'1 <9l.<9l) b-r~:~(Virus) <9l.~) bl4~ (Worms) <9l.b11) 1Vl~~t!(Trojans) 
' 

~- Web-based attacks AeJ m~h~~b'V!~eJ~1t!'lieJ-:~Vl1'1bl'U1'1J~ 1~CJvl1bl'Ul'IJ~UG1eJ~ 'V!~eJ 
Hack bl'Ul'IJ~ ~il'lim1w-J bb~lvhm~b~CJtl Code 1m.JG1-:~lu b~eJ11X Link b.rr1lU~blU1'1J~~b~CJtl Malware H 

'\J 

bn. Phish ins AeJ m~1~~~b'V!~eJ~1t!Vl1'1'lieJ-:~Vl1'1~1'1 1 b'lit! E-mail, Sms, bl'U1'1J~ btlt!rXtJ 

1~CJ'V!G1e:Jn 1 1Xfl~ n 'V!~eJmeJmV!~:~~1tJ bb~Tw1.rreJ~G1~1'~ 'l 1 uv\'15~m~~ 
" I ' 

cr. Web application attacks AeJ m~1~~~bl'Ul'IJ~1~CJeJ1~CJ'tieJ-:~1'Vll~1\l 1 'V!~m1u1'1J~ 

~'1J1~n1~ Update bb~lil'lie:J-:~1 'V!l 1 1X1:11m~b1 Hack b .rr1~1b U~CJtlbbUG1'1.rreJ~G1'U1\leJ~1\11a1 
ct . Spam AeJ eJl:Wu~::;~:~\lfi~vhn1~~\l.rreJ~G1 .rre:1m1~ 'V!~e:Jh.J~ru1~1\l 1 oJ1tlltJmn 

~lt!'lieJ\!Vl1'1~l'l 1 b'lit! Sms, E-mail, bl'Ul'IJ~ 1~CJ~~-ru1:W1a1B'\ifk!11'1 b~eJrieJmtl'V!~eJI:I~1\lfll1~~1fl11kJ 
':u. DDOS (Distributed Denial of Service) btltJ15n1~h~~b'lh'Vl~1CJ~btlt!bl'U1'1J~ 

'V!~m::;uu 1 1Xu~m~ 1~CJ 1-rrbfl~eJ\lileJoJ1tlltl~1n ~\lb-rr11 u~~::;uu~~eJ~tltl b~eJ 1 ,X~::;uu 1 i\11tJ1:W1a1 

mJ. Data breach bn~~1n m~~l l 'V!G1'1JeJ\l.rreJ~G1~m~ bn~~ln'lie:J\11 'V!l 'V!~eJ m~ 1~~~ b ~eJ'll 1~ CJ 
'\J 

.rr eJ~G1 '/Je:J-:1 b 1 u 1'1J~'V! ~ e:Jbb eJU ~~ bfloB'tJ 'V!~ m::; uu ~1 1Xu ~ m ~~ 1-:1 '"~ b ~ m11.rr eJ~G11 u '/Jl CJ 'V!~ m ~ m~ CJ n A 1l~ 
'U t.l 1 '\J 

'/Je:J'I-rreJ~G1 ~~'t!t! 1 

~-Insider threat AeJ 'V!~eJb~CJn'll "bn~mtltJ'V!tleJtl" bn~~1n'UflG11mJl1CJ1tJeJ\lrlm 
' 

m~bn~~1nm1~~\11~'Vl~eJ l:W~\11~ b~eJ\1~1n~~::;uumCJ 1 tJbtltJmh\1~ ~:~1m~flv11mCJ~::;uu 1m~CJm\l neJ 1 1Xbn~ 
'\J 

fll1~b~CJ'V!lCJ eJ~1\1~1CJbb ~'I 

~- Botnets 'V!~eJ Robot Network AeJ 1u~bbm~~blnb~CJtJ1~CJm:W'\.J';i::;l:1\lrl~ vl1n1';ibbeJ\l~l 
" '\J 

bbG1::; &\ ~~\leJ ~1 tJ fleJ~~l bl'l eJ4'Vl~eJ eJ'lJ m ru~1\l 'l ';jeJ-ru rh~\1 ~1 n m:Wu ~::;~:~-:~fi~ ~l t!~ 1m {)l'/Je:J\1 bfl ~ e:J\1 
'U 'l 1 'U 

~::; hJVl';i1'Ull1~tJ Botnets bbeJ\l~l b ~eJ\l~ln~l 1 U~bbm~ hJ1a1v11'11tll'lG1eJ~b 1m 

<9lo. Ransomware 'V!~eJ Malware '\.J~::;bJlVl'V!~\1 il~~u~::;l:1\lrlAeJn1';i~eJfl1 yj~1:W11Xb{)1'1JeJ\l 
' 

bfl~eJ\11.rr\11tJ1a1 b ~m~CJnA11b11 t!n1';iUG1~~eJfl1 yj~Jt! 1 

(9)(9) . Cryptojackins bbeJ\l~l~TOJ1m1u'Vl~eJ 1 U';ibbm~~'V!~m~CJ\1~'/J~VlB ~l 1 U';ibbm~~::;v\'1m~ 
~~b'V!~CJfk! Crytocurrency hw~::;1.rr CPU bbG1::; GPU '1JeJ\lbU1'V!mCJ1tJm~v\'1\lltl bbG1::;1:1~1\l';i1CJla1f1tJ1u11X 

m:W'\.J';i::;l:l\lrl~ Cybersecurity 1tJ~ll'lU';i::;oJT1tJ 
'\J 

~-:~~m';iu5u&ib~eJfld1~uG1eJ~.nCJ 
(9) . fll';iUCJn User'1JeJ'IU~G1::;UflflG1 

' 
h fll';j Losout b~eJl~1-rr\11tlfleJ~~lbl'leJ4 

v ' 

bn. fld';i&\~~'1 Anti-Malware bbG1::; Update 1:1:l.l'1bl:1~eJ 

cr. Update ';j::;uuu5u&im~~:~J1bl:1~eJ 
ct.1U';ibbm~~1\l 11tlbfl~eJ\l fll~ Update eJ~1\li:1J1bl:1~eJ 
':u . 1:Wm';i~~ Password bbG1::;~~ Password H~~eJ 
mJ. ilm';i1i Password~~ bbG1::;l:Wm~ueJn Password bbn~~tl 

" 



m~1-ff Password ~~ Ae:J 

(9). ~m1:wo8'L.J~tl'l..! 6'1iu ~·-.reJ'mm~n 1Vl~ ~l6"'U 66m;eJ'n'U~:;Yi61'1~ 

h fi11JJCJ1le:Jth:JiJm.J ~ eJ'n~~ (lue:J'U1A\9lfi11:Wmle:J~1-:JiJe:JCJ (9)~-(9)~ eJ'n~~) 

m. Al~6~CJ.:Jn1~1-ff Common password vt~e:J Default password V!~e:JA1~6~1~1CJ 
6 '1iu <9l~m<S:::ttb, (9)(9)(9)(9)(9)(9), 1 (;ltJ.bn~ 

<S:::. 6'\.J~CJ'U Password e:J~1-:J?I~16?1:We:J 
<t. 1:Wm~1.U Password ~1n'U1'U661'lm;~:;uu 
b. 1:WL.Je:Jn Password 66ri~~'U 

'IJ 

~.:J~m~'IJ50&ib ~e:Jm1:w'IJ"e:J~DCJ 1 'Unl~ 1-ff E-mail 

<9l . 1:W6tl~ E-mail ~U1?1-:J~CJ V!~e:J~~.:J1:Woir~6~'U 
'IJ 

h 1:Wm~6D(;l1'\"J~i'66'U'U~1n E-mail ~U1?1-:J~CJ 
m.1:WA~n Link 1u E-mailL~CJ1:W~m~\9l~l~6~A 

<S:::. 6~e:J.:J~~m1:w6h•1qJvm~~m~:w 1Vf6~A~1'U'1i8-:JYl1-:J~'U 1 6~JJ6~JJ Website 

~.:J~Al~DDD~6~e:Jfi11JJ'IJ"e:J~Jl(J 
(9) . 1:W6 off1 b lLJ 1'1l~~1J11'mn n'1i8-:JYl1-:J 1:W 661.1-iJ~ 
h 1:WD'uVin Password 'U'U Browser 

m. 6lU1'1l~?hvt1'uvh5~m~:w~611A'ru (9)8-:J~ SSL (6'\Ju~'\.Jnru66~ mwu1~~?t~:;vtl1-:J(!)'UVl1-:J 
'I v 'IJ 'I lllJ 

66":;'\.JmCJYl1-:J) 66"::; 1 off.:J1'U~TU HTIPS 6 vhJu 

Browsing 

<S:::.1-ff Browser ~eJloff.:l1'U~l1'1J'WCJ:wtoff.:J1'U 6'1i'U Google chrome 

<t. Update Version Browser 8~1-:J?I~1b?I:!Je:J 

b . 1umMoU.:J1'U6A~e:J.:JAe:JJJYil6\918~~1:w1'1i'U8-:J\9l'U68-:J 1vt1oU.:J1'U Browser 1u1vt:w~ Safe Web 

v ' 

b'li. ~~~.:J Anti-Malware 6b":; Update ?1~16?1JJ8 

Messaging ~.:J~m~'IJ50&16~e:Jm1:w'IJ"8~DCJ 
(9) . 1:Wm~D'uVin Password H~1'1J~66n1JJ 
~. mru1:w 1 '1iAe:JJJYil 6(9le:J~~l'U~l 1:Wm~D'uVin 1 '\"J~\?11-:J I Hu'U6A~e:J.:J 
m. Update 1'1J~66n1:We:J~1-:J?I~1b?IJJ8 
<S:::. 1:Wn~ Link vt~81'1"J~66'\.J"nl 

Fake News u~~0u'li1l'IJ"m..Jf.lm6~~vtmmtlue:J~1-:Jmn ?11m~m-111 Vf6n~m1:w 6~CJvt1m tl'Ul.:Jnll.:J 1J1 
' 'IJ 

L(;W6i:l~1:; '1i1l~6~W66~~Yl1-:J Soc i a l15~-:J6n \91 Fake News ~<ii'.:J-d 
(9). ~m~~1(;l~l6n'U~~.:J 

h ~:;LJ~:!Jl'U 8-:J'1i1l 1:W1Jl 
' 

m. 1:W~:;u1u~ bb;;'1:;6lm~bn(;lbvt\9lm~ru 
' ' 



Conference ~-:J~mdtJ5'11Mb~e:Jm1:wtl~e:J(;)JltJ 
(9).1-il'i:lm'W~bVl:!Jl::;i:l:wnumd Conference 

h mdiibbM~~b~tJloUe:J-:J1'Wmdtld::;'ll:w 
'\J ' 

bn. bb'll1be:Jni:I1JM1-:J 1 e:J~1-:Jd::;iJ(;)d::;1-:J 

~. 1m tJd bbm:w~en oir-:J1'Wvfl 1 tJ1JtJ:w 1-il'-:J1'W 
'\J 

cr. iimd Update 1tldbbnd:We:J~1-:Ji:l~1bi:I:We:J 

Cloud Stora~e 

(9). bbtJn User 1'Wmd1-il'-:J1'W'iJe:J-:JbbM~::;urwm 
' 

h tl1Vl'W(;)~~\ .U1i'i-:J 1 vJ~bu'v'n::;~b~tJdoUe:J-:J 
1./ \J I \J 

bn. iimd(>)-:l Password V1~ 

Free wifi 

@J . h]rr-n1-ir Wifi ~btJ(;11moir-:J1'Wbb'Uuh]iidVfi:I~1'W 
h Vl~m~tJ-:Jmd1-il'-:J1'W Wifi ~hH~m 

'\J 

@J. Vld1ui'i-:JntJf1nm:wbb~d1e:J-:Jn'Wmdrim Vl1?1Vl1-:J 1~n 1"1lb ue:J1~bn(;)~'W 1 'Wthr;;JD'W 
' ' ' 

h ~ b vhYi''WMe:J tJf16'1iJtJ~iimd b tl~tJ'Wbb tl~-:J 1 tl 
'\J ' 

bn . ~~ mb'WlVl1-:Jn1d'Ue:J-:Jn'W 1:w 1 VfVl~-:J b~e:J bb~::;Vl~m1-:J-1Je:J:w~~l'W(>)l 1 tlc'T-:Jtlm tJVl1-:J~1J.Jiim1mh ~e:J~e:J 
'\J '\J 

~. ~~mbn1'1J\:huVl111'i'e:J~1-:Jflnl"le:J-:J 
'\J "' '\J 

cr. bn(;)m 1:wm::;m:r ni'i-:Jm1:w b~tJ-:J"J1 nmd 1-il'-:J1'WoU e:J:w~ ~l'W'Uf1f1~ 
'\J ' 

~. U1f1l1jj~ tltld::;tJn1?11-il'1 'Wn1Wll-:J1'W 11'1 bb~::;tl1mt1-ru 1-ir nU-:J1'W~1~-ru:we:JUVl:lJ1tJ 1 Vfiim1:w~'Wf1-:J 
'\J ' 

bb~ ::;LJ~ e:J(;)Jl EJmn ~-:J~'W 


